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Modern connected applications evolution
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Developers need tools 

to write and deploy…

network-aware apps across

diverse networks with a

consistent experience



Operator networks are transforming into digital platforms

New network 

capabilities

… that allow information 

retrieval and configuration 
from network

Exposed

via APIs

Capabilities are exposed

on-demand via APIs

App and networks 

integration

Applications and networks 

seamlessly integrate with 
an enhanced user 
experience



Network APIs 

standardization 

is critical

CAMARA, The Telco Global API Alliance, works in 

partnership with GSMA’s Open Gateway initiative to:

Orchestrate collaboration amongst industries

Create common API definitions

Explore the most impactful use cases



Challenge for developers and operators

DEVELOPERS

Need seamless unified experience to infuse applications with new 

network capabilities across all modern operator networks

TELCO OPERATORS

Need access to developer ecosystems that will use their new network capabilities

Provides developers a streamlined experience abstracting complexities of 

using network APIs and enabling operators to differentiate their offerings

AZURE



Azure Programmable Connectivity—solving the challenge

Cloud

gaming

AR remote 

assistance

Mobile

commerce
Metaverse

Stadium video 

streaming
Tele-robotics

Connected 

car

One interface

Write code once

Mobile 

apps

Network APIs

Unified abstraction

Integration and translation

Developer
support

Azure Programmable Connectivity (APC)

Aggregated 

API platforms



Network APIs Multi-operator Challenge
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APC gateway
Simplifies API integration with transparent credential management  and smart routing

Smart routing

Credentials

APC 

gateway

Operator C

Operator B
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Mobile 
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APC API Call & Money Flow

APC Gateway
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Azure Programmable Connectivity APIs

INITIAL FOCUS

Anti-fraud Network APIs

SIM swap 

detection

Check last time a 

SIM was swapped

Number 

verification

Validate phone number 

eliminating SMS one-

time passwords

Device location 

verification

Validate geographical 

location of devices 

NEAR FUTURE FOCUS

Quality of 

demand

Carrier 

billing

Discover 

optimal latency 

end-point



APC API #1

SIM swap detection

Check the last time that a SIM card was changed.

If the SIM was recently changed for the line, it can 

be related to fraud intent. 

Key benefits

Anti-fraud check

Stop fraud if “SIM identity” 

was stolen



APC API #2

Phone number verification

Validate phone number for tracking purposes

Authenticate mobile device seamlessly to 

eliminate friction from SMS one-time passwords

It can work as a “seamless 2FA”

Key benefits

Tracking origin phone 

lines used by users

Password-less login

Fast and secure mobile/ 

application registration



APC API #3

Device location 

verification

Validate geographical location of 

devices based on network technologies.

Key benefits

GPS coordinates validation for anti-hacking

Tracking user’s location/ country for anti-

fraud

Hyper-precise in 5G SA

Centralized management



Ways to consume the APC APIs

Currently

.NET / C# SDK

Python SDK

Future:

JavaScript/Node SDK

SDKs

Any language capable of 

invoking HTTP services

Http REST APIs



Itau customer story

Itaú enhances Transaction 

Security with Antifraud APIs

• Enhanced protection

Utilizes geographical data to safeguard 

customer accounts from unauthorized 

access, ensuring security across diverse 

regions

• Location verification

Open Gateway Location API confirms  

real-time location of customers 

engaging in mobile app transactions



NAGRA, the media & entertainment 

technology division of the Kudelski 

Group, protects subscribers against 

SIM card fraud

• NAGRA Scout provides intelligent home 

network security

• A broadband subscriber can add family 

members  to monitor their home network 
activity

• SIM verification

Open Gateway SIM swap API confirms that  
SIM has not been changed (phone hijacked)



Holgraphic presence

MATSUKO’s innovative technology streams 
people as 3D holograms with one camera, 
creating the feeling of physical presence and 
emotional connection in remote 
communication.

• APC provides access to QoD network APIs 
from multiple operators

• Delivers smooth and natural movement of 
holograms on 5G by reducing latency and 
ensuring high bandwidth. 



Odience 360° live-streaming 
platform delivers high-quality 
interactive event experiences 
to virtual audiences

• APC provides access to QoD APIs,  
enabling enterprises to stream 
broadcast-quality 360 Virtual Reality 
8K video to the Odience platform

• Sustained high bandwidth and low 
latencies ensure high quality 360 
video mobile devices with a smooth 
user experience.



Agentic AI
A new frontier: 



Agentic AI
AI agents can plan, adapt to new information, and 

execute tasks independently, making them capable 

of handling complex, dynamic environments, 

decision-making and autonomous action. They can 
learn from feedback, adjust their strategies, and 

operate with minimal human oversight. 

Reason over a provided business process

Retrieve context to complete the process

Perform an action for the end-user



ROI with AI

1 million
customers leveraging AI Tax 

Assist in the 2024 tax season

70,000
Questions answered at every 

hour of the day.

99.99% faster 
Response times to 

customers from 1 day to 18 

seconds.

40% increase 
In after hour usage of their 

customer support lines 

using AI



AI Agent workflows can enhance efficiency, accuracy, and customer 
satisfaction

Key Use Cases Across Industries

• Assists employees in 
booking business trips 

• Integrates with Tripadvisor, 
Outlook, and SharePoint 

• Books via Teams chat or 
email 

• Uses OCR to gather receipts 

• Automates expense report 
submission and tracking

Travel Booking & 
Expense Management

• Personalized onboarding 
assistant for new hires 

• Uses LLMs grounded in HR 
data from SharePoint 

• Provide relevant training 
materials 

• Schedule orientations and 
set up software accounts 

• Monitor task completion 
and ensure efficient 
onboarding 

Employee Onboarding 

• Diagnoses issues by 
referencing history and 
product manuals 

• Provides tailored solutions 
or escalates through 
automated workflows 

• Creates tickets and 
schedules follow-ups 

• Updates CRM records, 
enhancing future support  

Personalized Customer 
Support

• Analytics data from data 
lake and data warehouse 

• Responds to user requests 
in natural language 

• Generates insights, 
visualization, and sends via 
Teams or email 

• Automates data handling 
for real-time, effortless 
decision-making

Data Analytics and 
Reporting



Spectrum of Agentic Solutions

document summary
prompt answerquestion dataquery

prompt
+

data

docs

conversation

dataquery data

docker
databases

docs

history of work

outputinput

No Agent
Very narrow one shot task

Ex: log to JSON

Single Agent
Very clearly scoped iterative task

Ex: providing an answer with supporting 

evidence to a complex question

Multi-agent Systems
Wide scope complex use case requiring diverse skills

Ex: Propose 2 Instagram marketing campaigns including 

assets that would leverage the top 2 recent trends in our past 
quarter US Sales to boost our mailing list user base and 
predict the impact of each campaign



Agentic AI capabilities

Agent Planning

Memory

Tools

Action

Web Search

Code 
Execution

Calculator

Calendar 

...more

Self-critique

Collaboration

Subgoal 
decomposition

...many more 
design patterns

APC 
Gateway



Closing remarks and next steps

Azure Programmable Connectivity, bridges networks and 

applications, rewriting the rules of connectivity

Learn more about Azure Programmable Connectivity

https://aka.ms/apc-doc 

APC Blog:  

https://aka.ms/APCblog

Apply and sign up for public preview

https://aka.ms/APCpublicpreview

Learn about Agentic AI and Semantic Kernel

https://aka.ms/sk/learn 

Join the Semantic Kernel Community

https://aka.ms/sk-community-calendar 

https://aka.ms/apc-doc
https://aka.ms/apc-doc
https://aka.ms/apc-doc
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